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Identity Theft: Don’t Get Scammed
“Phishing”

ON CAM

I'M ILYCE GLINK WITH EXPERT REAL ESTATE TIPS DOT NET AND TODAY WE'RE
GOING TO TALK ABOUT IDENTITY THEFT.

HAVE YOU RECEIVED ANY EMAILS LATELY THAT LOOK LIKE THEY COME FROM
A BANK, FINANCIAL INSTITUTION OR MAYBE EVEN EBAY?

OR, HAS THE I-R-S EMAILED YOU TO TELL YOU THAT THEY HAVE A REFUND
THAT'S WAITING TO BE DIRECT DEPOSITED INTO YOUR BANK ACCOUNT?

WELL ALL OF THESE EMAILS HAVE SOMETHING IN COMMON. THEY ASK FOR
PASSWORDS, SOCIAL SECURITY NUMBER, PERSONAL INFORMATION AND
THEY'RE ALL A SCAM.

THE SCAM THAT WE'RE TALKING ABOUT IS CALLED PHISHING AND YOU MIGHT
THINK OF PHISHING AS BEING SOMETHING YOU DO WITH A ROD AND A REEL
BUT I'M HERE TO TELL YOU THAT THIS KIND OF PHISHING HAS A P AND AN H
AND IT CAN RIP YOU OFF AND YOUR IDENTITY IS GOING TO BE GONE BEFORE
YOU EVEN THINK ABOUT IT.

TRACK

IF YOU'RE LIKE ME YOU'VE PROBABLY GOTTEN PLENTY OF SPOOF EMAIL
THAT LOOK LIKE THEY'RE FROM REPUTABLE COMPANIES LIKE AMERICA
ONLINE, EBAY, SUNTRUST, THE I-R-S, OR EVEN VISA. OR MAYBE SOMEONE
FROM NIGERIA HAS 10 MILLION DOLLARS THAT THEY NEED FOR YOU TO
INVEST.

THE LOGO IS THERE. THE SYMBOLS ARE THERE. THE SECURED SOCKET
LAYER IS AT THE BOTTOM OF THE PAGE. THE ONLY PROBLEM IS THAT THE
EMAIL IS ASKING YOU FOR YOUR LOGIN AND MAYBE EVEN YOUR PASSWORD
AND SOCIAL SECURITY NUMBER AND IT'S A COMPLETE FAKE.

IN THE PAST YEAR PHISHING SCAMS AND SPOOF EMAILS HAVE BECOME SO
HI-TECH THAT EVEN THE 2000 PEOPLE WHO WORK ON IDENTITY THEFT FOR
EBAY SOMETIMES HAVE A HARD TIME TELLING THEIR OWN EMAIL FROM FAKE
ONES.

WHAT CAN YOU DO? THE ONLY WAY TO AVOID GETTING RIPPED OFF ISTO
SIMPLY ASSUME THAT EVERY EMAIL ASKING FOR PERSONAL INFORMATION IS
A SCAM. DELETE IT AND THEN CONTACT THE COMPANY USING A NUMBER OFF



OF YOUR MONTHLY BILL, THE TOLL-FREE NUMBER ON THE BACK OF YOUR
CREDIT CARD OR THROUGH CONTACT INFORMATION PROVIDED ON THE
COMPANY’S CORPORATE WEB SITE.

ON CAM

WHATEVER YOU DO, WHEN YOU GET ONE OF THESE EMAILS DON'T REPLY TO

IT, DON'T HIT THE SEND BUTTON, JUST HIT DELETE. YOU'LL BE HAPPIER FOR
IT.

I'M ILYCE GLINK, AND FOR MORE PERSONAL FINANCE AND IDENTITY THEFT
TIPS, GO TO MY WEB SITE, EXPERT REAL ESTATE TIPS DOT NET.



